
 

How to Keep your Computer and Cell Phone Safe and Running Well 
 

Here are a few tweaks and safety tips to keep your computer running in good order.  ​When downloading software, 

always try to download from the site of the developer/owner of the software​. Be very careful not to download and 

install software you don’t want. Click S L O W L Y through the install process and ​avoid installing any additional tool bars 

(Ask tool bar, etc.). 

1. Always use virus protection​. There several free virus protection products that can be downloaded and installed 

on your computer. ​ALWAYS UPDATE YOUR VIRUS DEFINITIONS​; THERE ARE NEW VIRUSES DAILY. Some of my 

favorites are: 

a. Microsoft Security Essentials​—free virus protection program from Microsoft 

b. Avira 

c. Avast 

2. The internet is full of junk that is just waiting to jump on your computer, ​install a malware scanner before you 

have trouble. ​Update the definitions on a regular basis.  

a. Super Anti Spyware​—free version has a “nag” screen but the program will delete lots of internet junk 

you pick up while surfing the internet 

b. Malwarebytes​ –can help you if you get a tough infection. There are instructions for using Malwarebytes 

for specific problems at ​https://www.bleepingcomputer.com/​. Do a google search for “infection name 

bleeping computer” 

c. Adaware 

3. It is a good idea to “clean” your computer regularly​. Use the following utilities. Be very careful cleaning/fixing 

the registry. There are many tools that can damage your computer. Many utilities have a portable version that 

can be run without installing the program. 

a. Glary Utilities​—includes a tool to fix registry problems 

b. CleanUp!​—finds lots of files other cleaning utilities miss 

c. Use Windows tools (in Programs/Accessories/System Tools to defrag or cleanup your hard drive 

d. CCleaner​—similar to Glary (be careful not to install toolbar) 

4. Manage Web browser plug ins​– how to disable them (Menu/Tools/Extensions –disable or remove permanently) 

Adblocking browser extensions. To make your browsing a more pleasant experience it is a good idea to block 

unwanted popups. It is possible to install extensions in both Firefox and Chrome. A good popup blocker is UBlock 

Origin. 

5. Use a good compression utility to zip and unzip files. ​7zip​ is a free compression/decompression utility 

6. Search utility​. Windows has built in search functions, but I like the speed of the Everything search utility  

7. MSCONFIG​. Turn off unwanted/un-needed programs to speed up your computer and your computer’s startup 

time. Start​​run—MSCONFIG (startup tab). ​Be careful not to shut off your virus protection​. Do a web search to 

find out what is running. 

8. There are a lot of good media players available for download​. I like the two listed below because they come 

with a large variety of codecs (compressor/decompressor) and can natively play videos other players may not be 

able to play without downloading a new codec. 

a. VLC 

b. Media Player Classic 

9. Windows has built in CD/DVD writing capability​, but I like to use the ​InfraRecorder​ as my burning utility. It is 

fast and free and a small download. It will burn and make image files (.iso, cdr). 

 

https://www.adaware.com/antivirus
http://infrarecorder.org/
https://www.malwarebytes.com/
https://www.bleepingcomputer.com/
https://www.microsoft.com/en-us/download/details.aspx?id=5201
http://download.cnet.com/CleanUp/3000-2144_4-10727454.html
https://us.norton.com/products?SID=UhVPL24DnA&API1=100&API2=7623942&cjid=7623942
https://www.bullguard.com/lp/aff/compare_products.aspx?&utm_medium=affiliate&utm_source=aff_site&utm_campaign=cj
http://www.glarysoft.com/registry-repair/
https://mpc-hc.org/
http://www.7-zip.org/
http://www.videolan.org/vlc/
https://www.piriform.com/ccleaner/download
http://superantispyware.com/superantispywarefreevspro.html


 

A Best practice is to carry a thumb drive or flash drive​ in case someone does not have a CD/DVD 

10. Print PDF files​. Installing the free utility ​Cute PDF​ will allow you to “print” files as a PDF document. If you need to 

distribute a Word document and you don’t want anyone to change it, you can install Cute PDF to “print” (save) 

the document as a PDF file and then you can email it without the worry something might be deleted or changed. 

 

11. If you need to edit graphics. 

a. Paint.net​—needs .net library to run 

b. Photofiltre​—very lightweight graphics program, good batch processor 

12. Office Suites (alternative to Microsoft Office)—change the default to save as Microsoft to make it easier for 

others to see and use your documents. 

a. Kingsoft Office/WPS Office​--we distribute the slightly older educational version 

b. Apache Open Office 

c. Libre Office 

13. Automate install tasks with ​Ninite.com​. Install multiple programs at once, needs an internet connection. 

14. Google tools – go to Google apples/more/even more 

15. Dropbox 

But what about my cell phone? How do I protect my phone …? 
1) Restrict access to your phone with a 6- digit pin, thumb print or call back (Authentication) 

2) Always keep your cell phone operating system update. Check for software updates frequently. 

3) Back up your phone regularly and the master should be on your computer. 

4) You should encrypt your data and rarely use on WIFI locations. Hackers love these places! 

If there is not a password for WIFI, be conservative when you use this network. Hackers may steal your 

passwords and personal information when you use insecure networks. 

5) Use remote lock or remote data wipe if your phone is lost. Use a passcode for this feature if possible. 

6) Do not click on links, videos or emails if you do not know the sender. 

7) Use a mobile security app  

a. Avast 

b. Kaspersky 

8) Make sure you do not accept email, calls nor applications that you do not know.  

Email – some emails may have a virus in the email 

Calls – accepting some phone calls can charge fees to your account or even be directed via international callers 

Applications – only accept apps from the goggle, apple or windows store. Each company checks for any bad apps 

regularly. 

 

9) Use a 6-digit pin to lock your phone after 3-5 min of idle time or if you are not using it. 

 

10) Go into your Settings/General/Restrictions to prevent access to your camera, music and or locations. 

 

11) If you allow access to your contacts make sure it is a trusted site like Viber, WhatsApp or WeChat. 

 

12) Make sure you do not allow open use of your phone as someone can get your 

a. Personal hotspot password 

b. Use your Credit card information if stored in your phone 

 

https://www.avast.com/free-antivirus-download
http://www.libreoffice.org/
http://cutepdf.com/
https://www.dropbox.com/install
https://www.wps.com/office-free
https://www.openoffice.org/download/
https://photofiltre.en.softonic.com/
https://usa.kaspersky.com/downloads
https://ninite.com/
https://www.getpaint.net/index.html


 

c. Gain access to your emails both personal and business 

 

13) Turn off App Refresh in the background to save your batteries:​ Settings/General/Background App Refresh 

 

14) To save space on your phone, back up pictures to Gdrive, OneDrive or iCloud account. 

 

 


